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Training & Development wing of
Infoline is known for offering high
quality Training Solutions including
Customized Corporate Training
events, Workshops & Seminars for
Entry Level to Top Level
Management, and cutting edge
Call-Centre Trainings.

— In-Depth Knowledge of Local
Talent

— Excellent Bi-Lingual, Qualified &
Experienced Faculty

— Proven & Effective Training Need
Diagnosis Procedures

—> Effectual Content Delivery
Techniques & Unique Skills &
Knowledge-Improvement
Methodology

—> Fully-Customized Training
Solutions for various Business
Verticals

— Cutting-Edge Trainings Programs
in the areas of Soft-Skills, I.T. &
Management Development

—> Wide Spectrum of Topics that
caters from Entry to Top Level
Management
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Training Program to be a proficient

‘PC SUPPORT TECHNICIAN’

(Training for A+ Certification)

Those finishing this course will have a broad base of knowledge and competency in core hardware
and Operating System Technologies including installation, configuration, diagnosing, and as every
organization use computers and skilled technicians are a necessity, as this course will open door to
an exciting career in Computer Technology.

COURSE OBIECTIVE
— To gain thorough understanding of how computers work
— To acquire Skills and Competence in the following :
— Install & Configure and Upgrade hardware / software
— Upgrade and repair components
— Diagnose and troubleshoot common PC / Printer problems
— Use safety precautions and Preventive Maintenance procedures
— Motherboards, Processors & Memory
— Networking fundamentals
— Portable systems and Printers
— Function, Structure, Operation and File Management
— Diagnosing and Troubleshooting
— Network fundamental

DURATION

9

80 hours

COURSE OUTLINE

>

>
>
>

Installation, Configuration & Upgrading
Diagnosing & Troubleshooting
Motherboards / Processors / Memory

Preventive Maintenance
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Diagnosing and Troubleshooting
Installation, Configuration & Upgrading
Networking

The Internet



Training Program to be an excellent

‘NETWORK TECHNICIAN’

(Training for Network + Certification)

In this Information Age, Networking, Internet/ Intranet and Telecom are creating a goldmine of
career opportunities. This course through hands — on training, students learn the vendor —
independent networking skills and concepts of networking such as installing, configuring the TCP / IP
client. This course is also a preparation for Network + Certification

PREREQUISITE

— Pre- Requisite of having an A+ Certification or equivalent knowledge

COURSE OBIJECTIVE

Pre- Requisite of having an A+ Certification or equivalent knowledge

Understand basic network structure, star, bus, mesh, ring topologies

Identify major network operating systems and directory services

Associate IPX, IP and NetBEUI with their functions

Define mirroring, duplexing, stripping, volumes, tape backup

Define layers of OSI model

Recognize and describe characteristics of networking media and connectors

Identify basic attributes, purpose and function of network elements

How network card is configured, diagnostics, resolve hardware resource conflicts
Identify hubs, MAUSs, switching hubs, repeaters, transceivers

Describe data link layer concepts

Explain routing and network layer concepts

Explain transport layer concepts

Demonstrate knowledge of TCP/IP fundamentals, addressing & configuration concepts,
connectivity concepts

Specify elements of dial-up networking

Identify good practices to ensure network security

Demonstrate awareness to administrative accounts prior to network implementation
Demonstrate awareness of compatibility and cabling issues

Demonstrate documentation of current status and configuration of workstation
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COURSE OUTLINE
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Basic network knowledge
Network connectivity
Advance network theory
Common network protocols
TCP / IP services

Alternate network protocols

Network LAN Infrastructure

Network wan infrastructure
Remote networking

Network security

Disaster recovery

Advance data storage techniques
Network troubleshooting

Network operating system



Training Program for

NETWORK SECURI TY'

(Training for Security+ Certification)

This course provides students with the knowledge and skills to begin supporting network security
within an organization. Students who complete this course will be able to identify security threats
and vulnerabilities, and help respond to and recover from security incidents.

PRE REQUISITE

This course is designed for administrators who are responsible for the day-to-day administration of
Microsoft Windows® 2000. Students should have general knowledge of networking concepts and
one or more years of experience managing Windows 2000. Other IT professionals may also take this
course on the path to becoming a security specialist.

COURSE OBJECTIVE
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Explain common attacks against network assets, the associated threats and vulnerabilities,
and what network security personnel do to secure assets.

Explain how to use cryptography to help protect information and how to choose an
appropriate encryption method for an organization.

Implement security-enhanced computing baselines in an organization.

Help protect information in an organization by using authentication and access control.
Deploy and manage certificates.

Help protect transmission of data by identifying threats to network devices and
implementing security for common data transmission, remote access, and wireless network
traffic.

Help protect Web servers against common attacks and configure security for Web browsers.
Help protect e-mail messages and instant messaging from common security threats.

Identify common security threats and vulnerabilities to directory services and DNS, and then
apply security methods to help protect them.

Identify network perimeter threats and monitor perimeter security for a network.

Identify types of security policies to manage operational security, and then use these policies
to ensure compliance by users in an organization.

Preserve business continuity by implementing a security-enhanced disaster recovery
strategy, communicating risks to others, and performing secure backup and recovery.
Identify, respond to, and assist in the formal investigation of security incidents.

DURATION

60 hours



COURSE OUTLINE

» Module 1: Preparing to Secure Information
> Module 3: Helping to Protect Information
Using Authentication and Access Control

» Module 5: Using a PKI to Help Protect
Information

» Module 7: Implementing Security for E-
Mail and Instant Messaging

» Module 9: Securing Data Transmission

> Module 11: Managing Operational Security

> Module 13: Responding to Security
Incidents

Module 2: Implementing Security-
Enhanced Computing Baselines

Module 4: Using Cryptography to Help
Protect Information

Module 6: Securing Internet Applications
and Components

Module 8: Managing Security for Directory
Services and DNS

Module 10: Implementing and Monitoring
Security for Network Perimeters

Module 12: Preserving Business Continuity



